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MLS Bad Behavior (Why)

« Teenage son of a REALTOR®
 The local newspaper

« Potential real estate buyer

« Team-sharing of MLS services

« Appraisal company in Georgia
Disgruntled administrative assistants

The common thread:
The user of the MLS ID wasn’t the Owner of the MLS ID
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Craigslist Posting (San Diego

MLS SANDICOR APPRAISER REAL ESTALE

i i B e =t T EE———— L R Sl h I ——— T Tl L P e Sy o s el T e e

Reply to: comm-24531 4799 @ craigslist.org
Date: 2006-12-06, 10:32PM PST
NEED SOMEONE ELSE TO JOIN IN WITH ME AND 2 OTHERS TO PAY LESS FOR THE SAN DIEGO MLS.

IF YOUR NOT FAMILIAR WITH THE PRICE, IT'S M OR THE YEAR FOR ONE PERSON. WITH 4
pEOPLE, IT'S M EACH. A LOT BETTER OF A DEAL.

EVERYBODY WINS.
FEEL FREE TO EMAIL ME.

Location;: ORANGE COUNTY
It's NOT ok to contact this poster with services or other commercial intcrests

©2007 Clareity
Security, LLC. All
Rights Reserved.
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Security — What are we Protecting?

« MLS DATABASE
« MLS servers and software (IP)

« 3"dparty dataand IP

« MEMBERSHIP & ACCOUNTING DATA

« PRIVATE CONSUMER DATA

 SENSITIVE SHOWING INSTRUCTIONS

« Ability to conduct business
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Passwords are Weak Because...

— Only one-factor authentication

— Easily hacked, stolen, borrowed,
guessed or sniffed

— Borrowed passwords can easily
propagate

— Difficult to remember and manage
properly

— Human nature makes passwords
Inherently weak

N

N
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The Password Policy Dilemma

 |.T. can make you change your password
every 30, 60, or 90 days

* Require complex passwords — 0A16I18@CeC

« This increases forgotten passwords and help
desk calls

« Users often circumvent these policies
— Like by writing passwords down on Post-Its!!

« Defense Dept password policy is 30 pages
long
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What Security Have We Used?

* 90 - day password change
* Preventive multiple member log-in
« Complex Passwords

« These options were somewhat successful.

 The Board of Directors & Broker Leadership
wanted Sandicor to find a more effective
solution.
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Board of Directors & Broker Leadership

e Sandicor implements decisions
and polices as directed by the
BOD

« The BOD is composed of reps n
from each of the five Association
owners

 The decided 2 step
authentication process has valid

successful results with several
MLS’
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The Solution: SAFEMLS®

 Similar Technology
— Automated Teller Machine
— Sentrilock Lockboxes

Claré€i tyty

 Strong Authentication

— Combining something you
know with something you have
IN your possession

— You can’t have one without the
other
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Who uses these products?

% Secure remote access for 60,000+ users

CITIBAN{9= Authenticate $90B in cash management

transactions daily for 1.2M+ users

S :
@@ Authenticate 30,000 employees from any
> 5%7? location using multiple access methods.

Cisco SrsTems

Secure remote access for 40,000 users.

INTERNET GERERATION™

Authenticate 80,000 remote users, suppliers

@ﬂﬂf]ﬂﬁ and business partners
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Key Tokens/FOB History

* SCUR - NASDAQ

* Over 20 years experience
* DOD, NSA

e Dept of the US Navy

e Torture test

m « Extreme weather

SAFEMLS

» Dashboard
* Washing machine

e 5 year warranty

- Battery life- 9 years
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Silver vs. Alpine

Big vs. Small

Silver

Description: The original authenticator, the SAFEMLS® blue token,
Is convenient and easy to use. The slim line device measures

about 1" X 2" and easily attaches to a key chain for quick access.
Just press the small gray button to obtain a password!

Is it for you? The characters on the display window are large and
easy to read. This token displays both letters and numbers.

Clar€ity
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Description: Newly released hardware token. This new token
is a slightly smaller form factor with a convenient carbiner clip
for easy attachment to lanyards or key chains. Like the blue
token, simply press the gray button to obtain a password!

Is it for you? The display area on this token has a magnified
password display window. Password display is slightly smaller
than the silver token and displays only numeric characters.
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SAFEMLS Token Enrollment Process

SAFEMLS

You must register your Token
ONE TIME
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1. Go to www.sandicor.com

Click on Tempo 5 Icon

7= Sandicor, Inc. - Home Page - Windows Internet Explorer

(€]

~ | &] hetp: e sandicor .comj

5[4 (<] | [5E
Google |G+ v Go o5 B - | % Bookmarks~ &h 106 blocked | 3 chelk = % Look For Map | Send to- (@) settings~
o af [@Sandimr, Inc. - Home Pags ] ] & B dey ~ [k Page - {CJ Tools ~

~
— — s
- i . SAN DIEGO
Sandicori Rrc1oNar -MT.S
BACK - -
b= San Diego MLS Settlement Web Site
ABOUT SANDICOR
- E‘:II Ll B Subscriptions Services
ABOUT TEMPO == _
= D load B Sentrilock
AVAILABLE FORMS If you have trouble logging into Sentrilock,
» try using -s after your agent ID when logging
IDX INFORMATION Powercd by Sandicor U SO SUN
: Training on TEMPO™S5S and SafeMLS® i
LOCKBOX INFORMATION Csble Inte DSL U J o . g
T ;,,;'L,’;;f‘;fj Acemas Termpes TEMPO 5 : Tempo®S5 Training is from 1/22/08 & to 4/3/08 :
MEMBER SERVICES/BILL PAY i R = =
/ B * 4% 4 only registered members will be able to attend the
Fnii e P
RULES & REGULATIONS "R Door Lockbox Owners Update....full story TS/K‘M%
SALES STATISTICS
SERVICE LOCATIONS
STATEWIDE RECIPROCAL
TECHNICAL SUPPORT
=
TEMPO COURSES = ﬁ'remieF DX FAY YOUR SENTE!
T DT KEYCARED BILL ONLINE
TOURS/ CARAVANS |Now Available, the Premier IDX Web Site - This is 0
a dynamic Google based IDX mapping system for o EERER
SANDICOR HOME |displaying and searching for properties plus SAFEMILS '
neighborhood facilities, such as schools, places of
(-an—) worship, hospitals and more.
LI | sSafeMLS Token Click for Information
Moare Info Pricing LIVE Demo User Guide on SafeMLSE®
— SentriCard Update
CF':)EE"E Enhancement Click Phone for Wireless Internet
mom UPDATLCD A new feature for your SentriCard is Address
RAULES coming soon! This feature will
provide members with the ability to
Tempo Status: System Up/Running REGLUIL ATIONS obtain sutomatic, overnight
Access is available via the Internet . |updates to their keycards...full story
Access is available via Dial-Up Assi is not yet ible with the | @
! new Vista Operating Systemn from Microsoft. HF is working on their fix | KevCard Update Reminders
 for the ibility and we will ithere andon | updated 7/24/07 1:00 pm =
! the Wialrcme Sorccn in the Tamnn Ml S Brooran anoe it ic . - - -

L&

" Trusted sites

100% -
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2. Click on

Reqgister your Security Token

Follow this step first before you log in

Log in to the TEMPO™ MLS system

User 1D | | user IN: | | SAFEMLS Password: | | P SIGN IN |

» Register Your Token Lost/Broken Token Change Your PIN  Forgot Your PIN

o -
an

ICOr
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SafeMLS® Enroliment Agreement

Step 1:

Please enter your User ID#: |

This is the same as you currently use to login to the Sandicor Tempo 5 system.

Step 2:

SANDICOR TEMPO MLS END-USER LICENSE AGREEMENT

This End-User License Agreement ("EULA") is a binding agreement between you ("You" or
"Subscriber" or "Participant” or "Assistant") and SANDICOR, Inc., a California Corporation
("SANDICOR"). You are permitted access to the SANDICOR Tempo MLS System only by
virtue of your assent to the terms of this EULA. If you decline to assent to the terms of this
EULA, vour use of the SANDICOR Tempo MLS System will terminate immediately.

SafeML S® Enroliment Agreement | Printer Friendly |

{li| >

€

Step 3:
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SAFEMLS® Enrollment

Step 1:

Your MLS LoginID: testl1l

This 1s the same login ID as you currently use to login to the WMILS system.

Step 2:

Secret Questions (used to verify identity for lost/broken token replacement)

What is your birth city? |

What is your birth year? |

What is your mother's middle name? |

Step 3

Please enter your SAFEMLS® token's serial number:

Please re-enter your SAFEMLS® token's serial number: |

Your SAFEMLS® Token serial mumber 1s on the back of the token dewvice.

Step 4:

Please select a 4 digit PIN code: |

Confirm your PIN code: |

We recommend a code that you will easily remember such as your ATM or lockbox PIIN code.

Step 5:

[ Enroll Token |
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Successful Enrollment!

You have successfuly enrolled vour SafeMLS® authenticator.
You may start using your SafeMLS® Authenticator now.

Please add the SafeMLS® administrative address
sufemls(@sandicor.com

to your address book to help make sure you can recerve email messages from the SafeMLS® system in case of a lost or broken Authenticator.

Sandicor Tempo 5
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How to Use your SAFEMLS Token
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Log-in Using the Token/FOB.

Press the gray button to receive a SafeMLS Password

Log in to the TEMPO™ MLS system

UserID: I 987654 I User PIN: I Fhkk |SAFEMLS Password: I Lid ikl

Register Your Token Lost/Broken Token Change Your PIN  Forgot Your PIN

2
A 2C 1188

SAFEMLS

mmls‘

M dIL

PRESS HERE

PRESS HERE

| psiovin] 4
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Success!

Welcome to Tempo 5!

(2 Tempo - Windows Internet Explorer \ 'E
Gv—_-.n' £ Wy fsandicor litestpo.con v 4 X Py
€ -

Ay A ) \ 28 »
W E8 )Teap X | SofeMuSd Confgure Fced .. (7] SAPEMLSD User Ifermation.. (]t mbechange.comf Bv B fege e ook -

KAREN DUPRIEST

mu " '\;M g \\,/ \\'. %' -~

Y " - PLUBLY
SN guprs  MPORTS  PROMPIOTE  pecvans  PNAKWS o

m I Welcome KAREN DUPRIEST W

e
Sandicor

[ eoker [ ofice :

Yelcome to TEMPO 5 fxpriog Ve 7 Davy 0

M— ‘ Pendeq Listngs 0
TEMPO 5 (T5) system will be running in paraliel mode with our cument system referred to as Tempo 3 (T3). You have attended the training class Panging Spies 0

Loopty. O Adgress or © s are now ready to expenience some of the major enhancements and improvements of T5! Since we wil be running in parallel mode for a few months, S0k Vthin 6 Monthy 0

ou might want to utihze the system with these things in mind Qffice - New This Week 0

Secarn motple LS by commay QIfich . Al Actves 0

1. Enhancements and impeovements will continue for the next two months as more users work with the T8 system
The initial use of T5 will expose unanticipated software bugs that will be resolved periodically with system updates

R — All prospects will be transferred from T3 1o T5
m Your custom searches for established prospects will NOT be transferred from T3 to T5
Days Back |0 ¥ f you have a chent who is very anxious 1o find a property, leave that client’s search running on Tempo 3 (T3)

eave them on a proven system where all properties are still beng added to the system and we are still running using the old listing input forms
New listings and changes will be added to TS every hour

. . New fields have baen added to T but they will not work until we tum off T3 in April
Aoty ’ AJA/Edt functions in T5 wil be made available in April when agents are able to update their listings to match the new forms
S Prce Cagn 0 In order to begin testing the new system, solicit the help of a friend or perhaps a chient who has just begun exploring the San Diego real estate
| RES. Bending Channes n adeat Sab tham un an hath rustams o6 uine fan wabeh and tha nou ool Made sonnie Gabannis oo ssnn anll ks uhish saf e
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| ost or Broken Token?

Log in to the TEMPO™ MLS system

User ID: |

l User PIN: |

l SAFEMLS Password: | ]

Register Your

ick Lost/Broken Token here/

Token Lost/Broken Token Change Your PIN Forgot Your PIN

an

ICOr

P SIGN IN |
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Fill out Form

My Authenticator Is Lost

Please enter vour User 1D=:

[Next] [Back] [ Main Menu J

Lost Your PIN
Please answer the following questions to validate your identity

What is your birth city?
What is your birth year?

What is your mother's middle name?

[Next] [Back] [ Main Menu ]
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Confirmation Page

 Temporary Password Confirmation
— Screen will display which email sent to
— Email address on file with Association

— Temp password only good for up to 4 days
— Temp password deactivates Token/FOB
— Can only use temp password 3 times a year
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Contact Your Service Center

« Contact your local Association:

— To receive new Token/FOB

— To reactivate found Token/FOB

/|\

SAFEMLS
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Clareity Tech Support

e Www.Ssandicor.com
— SafeMLS Token User Guide

— Click Here for Information on 9
SafeMLS ®

® @
« Call Sandicor Tech Support ~

— (858) 622-6200

« Email Sandicor Tech Support
— HelpDesk@sandicor.com
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“Oh no, this isn't a mnodel of a house 1 have in
your price range . . . it's the actual
house itself."



